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The identification of software vulnerabilities, i.e., source code bugs that could have security implications,
is a crucial aspect to consider when developing any kind of application. A lot of effort has been devoted in
the last years to the definition of approaches for the automatic detection of vulnerabilities (1). For instance,
Avancini and Ceccato (2), Antoniol (3) and Thomé et al. (4) defined detection approaches based on dynamic
analysis, using search-based techniques. Scandariato et al. (5) and Walden et al. (6) defined approaches for
vulnerability prediction. Besides approaches for vulnerability detection, several studies have been conducted
to classify software vulnerabilities. Tsipenyuk et al. (7) defined a first taxonomy of software vulnerabilities,
while the MITRE organization provided a ranked list of the most dangerous vulnerabilities that plague
software systems (8). Such a classification has inspired the present work. Specifically, the analysis performed
to identify such ranked lists, while considering many aspects, like potential impact and exploitability, does
not take into account the differences among programming languages. This limits the usefulness that such a
list could provide to software developers. Indeed, different programming languages are used for different
purposes, which means that they are threatened by different vulnerabilities. In this work, we plan to bridge
this gap by performing a large empirical study to define new ranked lists of vulnerabilities, based on specific
programming languages and based on how frequently each vulnerability is fixed. The study findings can be
useful for both a researcher who wants to study software vulnerabilities and a manager, who wants to know
what are the main security threats of a project developed in a specific programming language.
The context of the study is represented by: (i) the change log history of all the projects stored in GitHub, one
of the most important hosting services for software repositories; (ii) the vulnerabilities reported in the CWE
(Common Weakness Enumeration) identified by MITRE. Such a list has been defined in 2011 and contains
over 1000 different kinds of software vulnerabilities. In order to make the study feasible we decided to use
only a subset of the identified vulnerabilities focusing the attention on those classified as most dangerous,
i.e. the top 25 vulnerabilities. It is worth noting that a ranked list of the most dangerous vulnerabilities is also
provided by OWASP (9). However, we decided to use the ranked list by MITRE because the considered
vulnerabilities cover several kinds of applications, while the vulnerabilities considered by OWASP are related
to web applications only (8). To the date of the study was performed the number of hosted projects is about
31M.
The study was guided by the following research questions:
- RQ1: To what extent the list of top 25 vulnerabilities identified by MITRE corresponds to the list of top
25 fixed vulnerabilities in the analysed projects?
- RQ2: Are different programming languages affected by different software vulnerabilities?
In order to answer both the above research questions, as a first step, we analysed all the commit events
occurred from February 2011 to December 2015 on all the projects stored in GitHub. Such an analysis was
carried out by using the data provided by the GitHub Archive (10), i.e. «a project to record the public GitHub
timeline, archive it, and make it easily accessible for further analysis» (10). As a second step, we identified
the commits related to the fixing of vulnerability, by automatically analysing the commit message.
Specifically, we classified a commit as a vulnerability fixing if in the commit message the name of a
vulnerability (belonging to the top 25 vulnerabilities) co-occurs with the keyword “fix”. Such an approach
classified 120,209 commits as vulnerability fixing. Such commits were then grouped by the specific
vulnerabilities fixed. Thus, at the end of this process we obtained a list of commits grouped by the fixed
vulnerability.
In order to answer RQ1, we sorted the vulnerabilities according to the number of commits that fix them and
compared the achieved ranked list with the top 25 vulnerabilities list identified by MITRE. As for RQ2, we
analysed the files modified in each commit and tagged each commit with the programming languages of such
files. After that, we grouped the commits by the programming language of the related files. Then, for each
group we built the ranked list of fixed vulnerabilities. Finally, the list of top fixed vulnerability obtained for
each programming language are compared each other.
Figure 1 shows the comparison between the top 25 vulnerabilities identified by MITRE and the most fixed
vulnerabilities identified in GitHub. The analysis of the results indicates a lack of agreement between the
two ranked lists. For example, the most fixed vulnerability (Cross-Site request forgery) is the 12th most
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dangerous vulnerability according to MITRE
classification; at the same time, the 5th most
critical vulnerability according to MITRE
(Missing authentication for critical function)
is just the 20th most fixed vulnerability:
actually, no commit reports a fix for such a
vulnerability. This result could mean two
things: on one hand, the developer’s
perception of the criticality of software
vulnerabilities (and, so, their effort in
detection and fixing) does not always match
with the actual danger. On the other hand,
something might be changed about
vulnerabilities and how they tend to affect
software in the last years, i.e. from 2011, when
the list has been defined by MITRE, to 2015.
Figure 2 shows a comparison between the
Fig. 1 - The number in the each column indicates the position in the specific ranked lists on top fixed vulnerabilities of two
ranked list. The vulnerabilities are sort by their position in the top 25 fixed
programming languages, C and PHP. The
vulnerabilities.
difference is clear. For example, Cross-Site
Request Forgery is the most fixed vulnerabilities in PHP (and among the most fixed in other languages like
Ruby, Javascript and Python), but it is less important in C (or C++): in such languages, Buffer Overflow and
Integer Wraparound are the most fixed vulnerabilities. In this case, the explanation is clear: PHP is widely
used for implementing web applications, while
C is usually preferred for desktop applications
or embedded systems. Thus, the presence of
certain vulnerabilities is strongly related to the
programming language used and, consequently,
to the kind of the application.
This preliminary study successfully shows that
different programming languages can actually
be affected by different vulnerabilities and that
the vulnerability that developers fix more
often are not always the most spread and
dangerous. The results achieved open new
research directions aiming at defining Fig. 2 - Each column shows the ranked list for a specific language. Some
approaches for vulnerability identification that vulnerabilities are missing: this means that we did not find any commit that
talk about such vulnerabilities.
are programming language sensitive.
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